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RISK INDICATORS TO 
TRACK RISK EXPOSURES 
By Julie Ryan

R isk indicators help organizations proactively manage enter-
prise risks––the financial, operational, regulatory, legal, 
environmental, and strategic risks that significantly impact an 

organization. Risk indicators can serve as early warning signs of 
increasing risk exposure and are used to monitor conditions that 
can create a risk event; this type of risk indicator helps an organiza-
tion monitor the root cause of a risk event. Or risk indicators can 
be used to measure the impact of a risk when it occurs to assess the 
consequence of a risk event. 

Addressing a risk event’s root cause is akin to preventing an 
illness from occurring. A root cause key risk indicator measures 
what would cause a risk to happen. In contrast, addressing the 
consequence of the risk is like treating the patient after he becomes 
sick. A root cause indicator provides managers with critical 
information to develop mitigation measures to prevent a risk from 
occurring. A consequence risk indicator measures what would 
happen if a risk occurred, so that the organization could focus on 
mimizing the damage of a risk event. With this information, the 
organization would focus on minimizing the damage that could 
occur after the risk event. 

Below are some examples of root cause and consequence key 
risk indicators: 

Illustrative Root Cause and Consequence Risk Indicators

Proactive risk management focuses on root cause in order 
to identify the elements that can contribute to a potential risk 
occurring. However, even with proactive risk management, it is 
possible that risks will still occur. This is because not all risks can 
be predicted and not all risks can be fully mitigated. Therefore, 
consequence risk indicators are as important to develop as root 
cause indicators.

Risk indicators are not dissimilar to key performance indicators 
which are widely used within the utility industry. Key performance 
indicators are measures to track improved performance and posi-
tive trends. The subtle difference is that risk indicators are metrics 
that are monitored over time to identify negative trends and to 
help a utility avoid unacceptable outcomes. Risk indicators help 
organizations prevent negative outcomes such as brand erosion, 
weakening operations, compliance failure, capacity losses, project 
delays, cost overruns/budget exceedances, negative workforce 
trends, increasing customer rates, and regulatory risk. 

In some cases, the same measure could serve as both a key 
performance indicator and a risk indicator. For example, “cost per 
customer” could be monitored for both purposes. Management 
could use this metric to monitor the success of newly implemented 
strategy to reduce cost per customer. A declining cost per customer 
could be the result of new strategies; but an increasing cost per 

customer could portend increasing risk exposure, such as rising 
operational and maintenance costs. 

Risk indicators can be applied for different purposes; some-
times they are used to monitor risk associated with a “loss event” 
(a single large risk event). An example of a loss event would be a 
major dam failure causing flood damage which would pose flood 
danger, high repair costs, and material opportunity cost of lost 
hydro energy. Given the severe consequences of a dam failure, a 
risk indicator could be developed to monitor the state of the dam 
to avert the risk of such a large loss event. 

A second application of key risk indicators is “threat event 
frequency,” where the risk indicator is used to measure deviation 
from normal occurrences, as a warning sign of a major problem. 
An example would be a higher than normal occurrence of electric 
system outages. The threat event frequency does not explain what 
has caused the deviation from normal, only that the deviation 
occurred. The utility would need to determine the cause of the 
deviation. In the example of increased electric system outages, 
the utility would want to explore potential drivers, which could 
include overgrown vegetation, increased storm intensity or fre-
quency, aging equipment, or other reasons.

A third application is to measure the potential for the risk to 
increase in severity, or “threat capability.” Here the risk indicator 
is used to monitor the consequence if the risk were to increase 
in intensity and impact. A value-at-risk metric to estimate price 
risk exposure within a power supply portfolio is an example of a 
threat capability risk indicator. The metric measures the potential 

opportunity cost or increase in 
power costs as a result of a material 
change in fuel or power costs. 

A fourth application is to use a 
risk indicator to monitor internal 
controls. Often, internal controls 
are used to ensure compliance with 
rules and regulations. Financial 
internal controls protect against 
potential fraud or financial 
misconduct. The risk indicator 

helps the organization identify circumstances which could lead to 
a breakdown in controls. For example, a utility may have financial 
controls related to wholesale energy trading limits. In the latter 
example, the risk indicator could monitor wholesale energy trans-
actions, ensuring that no authority level is exceeded or transaction 
limit is triggered. In this case, the risk indicator monitors compli-
ance with the organization’s transaction limits and separation of 
duties internal controls. 

Risk owners should identify and monitor key risk indicators, 
given they are the most knowledgeable about root causes and con-
sequences of risk exposures. Further, risk owners can recommend 
how risk indicators can be used for decision making. Risk indica-
tors should also be reported centrally to a risk manager, so that the 
information across areas can be aggregated, tracked, archived, and 
analyzed. In this manner, the risk indicators can be reported in a 
dashboard or other type of reporting vehicle to efficiently deliver 
valuable information to decision makers and policy makers.   
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Root Cause Consequence

Rising unemployment rate Increased customer bad debt

Rising winter temperatures Lower revenues and less snowpack

Declining plant availability factor Lost generation and cost of replacement energy 

Increasing commodity prices Customer bill increases and regulatory risk


